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CTO Div. / Advanced Standard R&D Lab

Vision *Become a global No.1 standard expert leadership on core technologies for future

*Research and standardization of preceding technologies on next generation
mobile comm. / broadcasting / media codec / loT connectivity

« Standards-based PoC & solution development to lead newly emerging markets
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Security Considerations on Current V2X Safety Communication

« Backgrounds

- V2V Safety Communications is based on IEEE 802.11p(WAVE/ITS-GS) is
currently proposed both in EU and US.

- Other communication technologies such as 5G/ LTE/ Broadcasting/
Satellite etc. are also considered for V2V/V2I services.
= LTE V2X services are proposing PC5, LTE-Uu Interfaces

« Security Requirements on V2X Safety Communication

- V2X Communication should guarantee that
» Messages originate form trusted ITS stations
» Messages are not modified during the transmission

= Misbehavior ITS station should be detected and excluded from V2X
communication
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Possible Hybrid V2X Architectures

e m———

11p-Only Vehicles LTE-Only Vehicles 11p-LTE Hybrid Vehicles 11p-LTE Hybrid Vehicles
---------------------------------------------------------- \ (LGE Proposed)

[ StandAlone | " StandAlone Hybridvx VO o o

: 11p-V2X | ! LTE-V2X : ' 1 Low-Latency High-Latency ' | Synchronized Hybrid-V2X

i : i i P vai val I E

5 V2VN2l ! i V2VN2l i Lo vavnv2l V2l L V2vVv2l

{ Use Cases E : Use Cases i po Use Cases Use Cases ! i Use Cases

i Core V2X Stack | ! : Core V2X Stack | ! i i Core V2X Stack i E Core V2X Stack

: BSM/CAM/DENM E \  BSM/CAM/DENM i b T | | i ! Message Synchronization Layer

' Message Flow | ' Message Flow | b BSM/CAM/DENM Messie Flow Lo

1p (ITS-G5)R | ! LTE RADIO i . 11p( ITS-G5) LTE RADIO i T _é_ T

| ADIO ; | (PC5/Uu) A RADIO () | rxl tii tji Ir x

i T [ i | : P | T L

: 5.9G i | . A : AG/5. L

i A : i FiG : P SAQG 3 4GA/5 9G o 11p (ITS-G5) LTE RADIO

. - ) ' .- p NN, G R ;o RADIO (PC5/Uu)

5.9G Co-existence Hybrid f Advanced Technical k k
""""""""" (Proposed by Cellular Community) Evolution ; 5.9G 3.4/5.9G

CTO / Advanced Standard R&D Lab.

____________________________________

@LG

Life's Good

T Ry VSV SV VAV VRV VNV R VavETae



V2X Communication scenario on ITS G5

e |t seems like that all ITS stations make CAM, DENM and communicate each other.
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Vehicle to Vehicle Communication? Not only

« The minimal effort represented by PKI with Certificate Management

BP: Blue vehicle Pseudonym certificates
WP: White vehicle Pseudonym certificates

. >
OBU#2 communicate with IP Current 10

Certificate Management @ LG
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Security Credential Message(SCM) Definition

SCMs are only for all kinds of security credential management messages via V2X communication.
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Necessary Mitigation from V2X message overhead

« There are plenty of various V2X messages and getting worse in case of congestion & emergency
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Get Ready for Future

® Assumption

- All mobile ITS stations know their own destination and expected path

- All mobile ITS stations has their own EC and ATs even though AT change policy and

pool size if different.

Mobile | TS stations

—

@ m o

"

What about Blue vehicle

receive the White

vehicle's PC in advance?

What about White

vehicle receive the Blue

vehicle's PC in advance?

, bp1l bp2 bp3 bp4 bp5 bp6 /
wpl \wp2 wp3 wp4 wp5 /
l | | ] 1 | |
t0-4b t0-3b t0-2b t0-b II I to t0+4b t0+5b
> wpl \;> wp2 i wp3 wp6 /
‘ar WW -4 WI A W bpg

o [T wa TTT- T wa TTT-T

CTO / Advanced Standard R&D Lab.

Current Position

hid
III I t0+a III ItO+2aIII I t0+32

@ LG

Life's Good



Adaptive Certificate Pre-Distribution(ACPD) on Hybrid V2X

Blue, Red, and White ITS-Vehicle Stations will meet at the scope of RSU 2 in 5 min.

All ITS-Vehicles B, R, and W send ACPD Message eNB 1, eNB 2, RSU 1 respectively

Those ACPD Messages (Position of RSU 2 + What time they will reach there + AT will use that time)
Each eNB 1, 2, and RSU 1 send ACPD Message to RSU 2

RSU 2 gathering ACPDs and makes a ACPDG which consists of group of authenticated ATs by AT’s

effective time
® At ACPDG’s “effective time” comes, RSU 2 broadcasts a ACPDG
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Pros and Cons of ACPD

® Pros
- More suitable for Automated Vehicles
- Guarantees low latency
- Decrease channel capacity(by using digests instead of full certificate)
- Efficient overall management

® Cons
- Total number of messages could be increase
- More storage for Pre-Distributed PCs
- Implementation complexity more
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Hybrid V2X Message Synchronization System
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V2V and SCM Message Flow on Hybrid Communication

d. Normal Flow for V2V & SCM b SCM flow move to LTE-Uu for mitigate ¢ _Part of V2V flow move to LTE-PC5 &
Congestion LTE-Uu for mitigate Congestion
Hybrid-V2X Message Synchronization System Hybrid-V2X Message Synchronization System Hybrid-V2X Message Synchronization System
V2V Message Flow SCM V2V Message Flow SCM V2V Message Flow SCM
Message Flow Messade Flow Message Flow
Prima Primary Flow Primary Flow Primary Flow Primary Flow Seconda Primary [Flow
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safety/short latency
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In Summary

» V2X for Safety, should be secure as well

 Making a secure V2X communication means
- All messages should be signed for trust
- For privacy, all ITS stations need ATs and certificate management
- Al ITS stations need to check validity of AT’s signer as often as possible

* For mitigating the burden

Send predicted effective AT to predicted position for future preparation(ACPD)
ACPDG gives effective & verified ATs at once, V2V can keep use the digest.
The ACPD automatically activate/deactivate by traffic situation

Finally, Security Credential Message(includes ACPD) can be transmitted by
using either ITS G5/LTE interface by Hybrid V2X message synchronization
system
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