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ISE Experimentations Goals

v’ Vehicle’s embedded security | Implementation and validation of
v Penetration tests tools the ITS security mechanisms based
v'ISE PKI protocol \ on ETSI standards

l

Performance evaluation of the
security architecture

7N\

Contributions to the security Effective transfer of research
standard development results to industry

v’ Security stack performance |
v PKI responsiveness L




On-Board Communication Architecture
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Vehicular Security Modules
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+ Hardware platform

*

RENESAS OBU : 802.11p, HSM, GPS

ISE Experimental Platform

Implementation and integration

+ Software platform
+ YOGOKO Communication Stack
+ ISE Security modules

+ Applications : Authorization Ticket
reloading, EEBL, SVW,

Applicativns

ITS-S architecture
(ETSI EN 302 665)
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Vehicular Platform
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Penetration Tests Platform

= Sybil attack
= Address collision attack
" Fuzzing
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Tested Use Cases

Authorization Ticket Reloading

= PKI
= 1 RoadSide Unit

= Vehicle e
(Renesas R-Car E2 board)
- OBU

« Raspberry PI 3

PKI deployment
(DELL Latitude 3330)

« Applications

EER e
(Samsung Galaxy Tab S2)

Vehlcle (OBU)

RPi3

OBU
(Wi-Fi access point) (Renesas R-Car E2 board)




Performance Evaluation of the Authorisation Ticket

Reloading Use Case

= Communication profiles T [aeaton cenraos — P
- TCP/IPv6/GS5 : “TIG” Profile
- TCP/IPv6/GN6ASL/GN/GS5 : “TI3G” profile
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= Performance evaluation s
. Latency of the pseudonym Access 2 11e ) |
reload operation 5

On the performance evaluation of vehicular PKI protocol for V2X communications security, Farah Haidar, Arnaud Kaiser and Brigitte
Lonc, to be presented in VTC Fall September, 2017 :



Latency Results (1/2)

TIG profle. ——
TI3G profile --------

| Average E2E Latency in TIG com.
profile is around 0.45 sec

os | | Average E2E Latency in TI3G com.
profile messages is 0.7 sec
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Latency Results (2/2)
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The highest latency is at OBU The AT request generates the highest
processing operations latency
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Tested Use Cases

Pseudonym Change lock

Emergency Electronic Brake Light EEBL

EEBL
— =
Stationary Vehicle Warning SVW
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Summary

= Proof of concept of the whole security architecture for C-ITS
- Embedded security
« PKI protocol
« ITS application

= Indoor and outdoor experiments

= Current implementation requires some improvements
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PKI

RoadSide Unit
Vehicle

OBU
Raspberry Pl 3
IHM

Tested Use Cases

Cooperative ITS Security Management System (CSMS)
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